Success Stories

That's how we defeated the Chaos Monster.

PENTA GmbH Achieves TISAX Compliance with

EasyLife 365 Access Reviews

Company Overview

PENTA GmbH located in the heart of Munich, is

an event agency with a passion to deliver

extraordinary experiences. From automotive up
to teambuilding events, PENTA is able to create

high class events all around the world.

Location
Munich (Germany)

Industry
Event Services and Experiential Marketing

Solution Overview

Problem Solved
Automated access reviews and reporting,
enabling compliance with TISAX.

Solution
EasyLife 365 Collaboration

Enabling Partner
Merkl IT GmbH

M365 Products

e Teams
 SharePoint

» Microsoft Groups

PENTA GmbH, a leader in event services and experiential
marketing, needed to meet the stringent compliance
requirements of TISAX to safeguard sensitive data and ensure
secure access management across their Microsoft 365
environment.

Challenges

To comply with TISAX, PENTA required a robust system to
effectively manage and audit access to sensitive data within their
Microsoft 365 environment. With increasing demands for data
confidentiality, integrity, and security, implementing strict access
controls and performing regular access reviews became crucial
for maintaining compliance.

Solution

TISAX (Trusted Information Security Assessment eXchange)
requires stringent access controls and incident reporting
processes to manage risks associated with critical data and
infrastructure—similar to other regulations like NIS2 and ISO
27001.

In partnership with Merkl IT, PENTA adopted EasyLife 365
Collaboration to streamline access management and automate
compliance processes:

Access Reviews: Easylife 365 automated the process for regular
reviews of user access, providing oversight on:

« Ownership and membership in teams.
* File sharing activities and permissions.

« Management of private channels.

This solution allowed PENTA’s administrators to consistently
align their access management practices with TISAX's high
standards.

Automated Reporting: Easylife 365 automatically tracked and
recorded user activities within the Microsoft 365 environment,
providing PENTA with detailed logs. This feature streamlined
compliance reporting, allowing PENTA to demonstrate adherence
to regulatory standards while reducing the effort and time
required for manual audits.
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Results

The implementation of EasyLife 365 Collaboration enabled PENTA to streamline access management and ensure compliance
with TISAX as the security standards regulation. Automated workflows reduced manual oversight, minimized non-compliance
risks, and enhanced data security. This automation allowed the IT team to focus on strategic initiatives, boosting efficiency
and safeguarding sensitive data across their Microsoft 365 environment. Key outcomes include:

« Enhanced Data Security: By implementing regular, automated access reviews, PENTA minimized the risk of unauthorized
access to sensitive information.

« Improved Compliance: EasyLife 365 Collaboration provided continuous alignment with TISAX, meeting audit
requirements and establishing a strong cybersecurity posture.

« Resource Optimization: Automation reduced manual workload, allowing IT teams to allocate more time to strategic
initiatives.

“ With EasyLife 365, we streamlined our compliance processes and significantly
enhanced our data security framework. Achieving TISAX compliance became a

manageable task, thanks to the automated access review and reporting feature. ‘ )

Enea Ciaburri, CEO, PENTA GmbH
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Merkl IT GmbH, Munich-based, offers managed EasyLife 365 transforms the way you collaborate
Microsoft 365 services, cloud backup, and IT within the Microsoft 365 environment. Our suite of
security. With 15+ years of experience, they innovative apps ensures your digital workspace is
provide secure, flexible IT solutions across organized, secure, and compliant.

Germany, Austria, Switzerland, and France.
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